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COMMITTEE REPRESENTATION 

The Data Protection Officer (DPO) Professional Development Pathway & Training 

Roadmap was developed by the DPO Framework Working Group, comprising 

representatives from the following organisations: 

 

No. Organisation 

1. Personal Data Protection Commissioner Office 

2. Alliance Bank 

3. Asian-Oceanian Computing Industry Organization (ASOCIO) 

4. Bank Simpanan Nasional 

5. Generali Life Insurance 

6. Halim Hong & Quek 

7. Help University 

8. Malaysia Retail Chain Association (MRCA) 

9. Mydin Mohamed Holdings 

10. PIKOM 

11. Shearn Delamore & Co 

12. Skrine 
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DATA PROTECTION OFFICER (DPO) PROFESSIONAL DEVELOPMENT 

PATHWAY & TRAINING ROADMAP 
 

1. BACKGROUND 

 

1.1. The Data Protection Officer (DPO) Professional Development Pathway & 

Training Roadmap (“DPO Development Roadmap”) sets out a prospective 

development pathway and training roadmap, aligned with the functions and 

competencies outlined in the Data Protection Officer (DPO) Competency 

Guideline (“DPO Competency Guideline”). 

 

1.2. It builds on the two-tier structure, Fundamental and Advanced, set out in the 

DPO Competency Guideline, to support the progressive development of Data 

Protection Officer (“DPO”) capabilities, based on the complexity and 

sensitivity of personal data processing activities within their organisations. 

 

1.3. The implementation of the DPO Development Roadmap remains subject to 

determination by the Personal Data Protection Commissioner 

(“Commissioner”). 

 

 

2. PURPOSE 

 

2.1. The purpose of the DPO Development Roadmap is to set out a prospective 

pathway to support the development of appointed DPOs, ensuring that 

training, certification, and assessment components meet the quality, 

standards, and regulatory requirements established under the Act. 

 

2.2. The appropriate level of qualification, experience, and skills under each tier 

should be determined by the Data Controller or Data Processor, taking into 

account: 

 

2.2.1. the scale of the personal data being processed; 
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2.2.2. the nature of the personal data processing activities; and 

 

2.2.3. the risk exposure associated with the personal data processing. 

 

 

3. SCOPE 

 

3.1. The DPO Development Roadmap is to be read together with: 

 

3.1.1. The Personal Data Protection Act 2010 (“Act 709”), as amended by 

the Personal Data Protection (Amendment) Act 2024, and any other 

relevant legislative instruments issued by the Commissioner; and 

 

3.1.2. The DPO Competency Guideline and the Management of Data 

Protection Officer (DPO) Training Service Providers Guideline (“DPO 

Training Providers Guideline”). 

 

3.2. The DPO Development Roadmap does not override any other specific 

personal data protection laws or personal data protection regulations in effect 

at any given time. 

 

3.3. All courses, certifications, assessments, and related activities set out in this 

DPO Development Roadmap are subject to the determination, approval, 

implementation, and ongoing review by the Commissioner.  

 

3.4. The Commissioner may amend, revise, or update the DPO Development 

Roadmap as necessary to maintain its relevance and effectiveness. 
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4. TRAINING PATHWAY 

 

4.1. Fundamental Tier 

 

4.1.1. The Fundamental Tier is structured around six core competencies 

outlined in the DPO Competency Guideline. 

 

4.1.2. Training at the Fundamental Tier equips DPOs with core knowledge 

and skills needed to fulfil their functions in line with regulatory and 

organisational requirements. 

 

4.2. Advanced Tier 

 

4.2.1. The Advanced Tier may be structured around the responsibilities 

outlined in the DPO Competency Guideline. 

 

4.2.2. Internationally recognised professional certifications may be 

accepted as equivalent to components of the Advanced Tier, where 

applicable and subject to review and determination by the 

Commissioner.  

 

4.3. Training Delivery 

 

4.3.1. Training for each core competency under the Fundamental or 

Advanced Tier may be delivered through one or more courses 

provided by recognised Training Providers, as outlined in this DPO 

Development Roadmap. 

 

4.3.2. It is recommended that such courses include appropriate 

assessment to determine whether the intended competencies have 

been achieved. 



8 
 

5. PROSPECTIVE PROFESSIONAL CERTIFICATION PATHWAY 

 

5.1. Overview of Certification Pathway 

 

5.1.1. The development of a professional certification pathway may be 

considered as part of longer-term initiatives that the Commissioner 

could implement if deemed appropriate. 

 

5.1.2. Under this prospective pathway, individuals may obtain professional 

certification through successful completion of a recognised 

examination and other requirements, subject to arrangements that 

may be developed in support of this pathway. 

 

5.2. Certification Structure 

 

5.2.1. To support the development of DPOs, two tiers of professional 

certification are outlined in this prospective pathway: 

 

a. Certified Data Protection Officer (Fundamental) 

b. Certified Data Protection Officer (Advanced) 

 

5.2.2. While training may be undertaken through a recognised Training 

Provider, certification examinations may be administered under an 

arrangement determined by the Commissioner. 

 

5.3. Certification Recognition Categories 

 

5.3.1. Certificates may be issued under two categories of recognition:  

short-term recognition and long-term professional certification. 

 

a. Short-Term Recognition (Certificate of Completion) 

 

• Certificate of Completion (Fundamental) 

• Certificate of Completion (Advanced) 
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b. Long-Term Recognition (Professional Certification) 

 

• Certified Data Protection Officer (Fundamental) 

• Certified Data Protection Officer (Advanced) 

 

5.4. Certification Roadmap 

 

5.4.1. The Certification Roadmap outlines the progression of training 

focus and competency development across the two professional 

certifications: Fundamental and Advanced.  

 

5.4.2. The Fundamental Certification provides DPOs with the capabilities 

to fulfil their responsibilities under Act 709. The Advanced 

Certification builds on these capabilities for DPOs who are taking 

on broader organisational leadership and oversight in personal data 

protection. 

 

a. Fundamental Certification 

 

• Reflects a DPO’s capability to fulfil the responsibilities 

under Act 709, focusing on core principles and the 

application of these principles within the organisational 

context. 

 

b. Advanced Certification 

 

• Reflects the capabilities of DPOs to provide leadership in 

personal data protection, oversee cross-border personal 

data compliance, and integrate personal data protection 

considerations into emerging technologies and 

organisational governance. 

 

 

 




