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1.0 INTRODUCTION 
 

Act gazetted to regulate the processing of personal data carried out for 

commercial transactions in Malaysia. The primary purpose of this Act is to 

protect the personal data of individuals from being misused by irresponsible 

parties. Section 12B of the Personal Data Protection Act [Act 709] provides for 

data breach notification obligations to the Personal Data Protection 

Commissioner (Commissioner) and data subjects under Act 709 in the event of 

a personal data breach as defined by Act 709 and Circular No. 2/2025. The 

effective date begins on June 1, 2025.                                                                                                            

 
 
 
 
2.0 PURPOSE 
 

This User Manual is intended to provide guidance to data controllers on the 

steps for reporting data breach notifications to the Commissioner. 
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3.0 PREREQUISITE 
 

Before initiating a notification, data controllers shall ensure that a personal data 

breach has occurred and results in significant harm if the following risks exist:                                                                                                                             

 

a) may result in physical harm, financial loss, a negative effect on credit 

records or damage to or loss of property; 

 

b) may be misused for illegal purposes; 

 

c) consists of sensitive personal data; 

 

d) consists of personal data and other personal information which, when 

combined, could potentially enable identity fraud; or 

 

e) significant scale if the number of affected data subjects exceeds one 

thousand (1,000). 
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4.0 DATA BREACH NOTIFICATION (DBN) REPORTING 
 

4.1 DBN REGISTRATION 
 

 

 

 

 

 

 

 
 
 

 
 
 
 
 
 

 
 

 
 

 
 
 

 

Figure 1: Personal Data Protection System (SPDP) Homepage 

 
Step 1: 
Visit https://daftar.pdp.gov.my. Under the Data 
Breach Notification (DBN) module, click 
“Pemberitahuan Pesuruhjaya”. 

Step 2: 
Click “New notification” then click “Continue” 

Figure 2: DBN Main Page 
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Step 3: 
Answer the questions provided 
and click “Fill form” 

Figure 3: Significant Harm Assessment Page 

Step 4: 
Complete the required 
information. 

Step 5: 
Click “Send”. 

Figure 4: Organisation Information Fill Out Page 
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Step 6: 
Click “Close” 
then check the 
email inbox. 

Figure 5: Successful Notification Of Email Registration 

 



SPDP User Manual: Data Breach Notification (DBN)  

 
8 

 

 

4.2 DBN FORM SUBMISSION 
 

The following steps are to complete the data breach notification form: 
 

 
 

 
 
 
 

 

 

 

 

 

 

Figure 6: Email Notification Display 

 

Step 7: 
Check the email 
and click on the 
reference number. 

Step 8: 
Complete the requested 
information and click the 
“Next” button, or click 
“Save Draft” to keep it as 
a draft. 

 

Figure 7: DBN Form Page 
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Figure 8: Successful Save Notification Display for DBN Draft 

 

Step  9: 
Refer to Figure 7, click 
“Save.” Then click “OK.” 

Step 10: 
Before clicking the 
“Submit” button, ensure 
that all required information 
has been completed. Then 
click the “Submit” button. 

Figure 9: Final Page of the DBN Form 
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Figure 10: Confirmation and Consent Display 

Step 12: 
Click “Submit” 
button. 

 

Step 11: 
Tick the checkbox to 
confirm and agree 
before proceeding with 
the submission. 

Step 13: 
Click “OK” button. 

Figure 11: Successful Submission Notification Display 
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Figure 12: Notification Display Confirming the DBN Copy Has Been 
Successfully Downloaded for the Data Controller’s Record 

Figure 13: Email Display Confirming Successful Submission of the 
DBN Form with Attached DBN Form 
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4.3 DBN FORM UPDATE 
 

i. The following are the steps to update the Draft Data Breach Notification 
Form: 

 

 

 

 

 

 

 

 

Step 14: 
Click “Update” and then click on the box below. Enter 
the form reference number and the Data Controller’s 
email address. 

Figure 14: DBN Main Page 

 Step 15: 
Click “Continue”.   

Step 16: 
Click “OK” and check your 
email inbox as shown in Figure 

 
 

Figure 15: Successful Submission Notification Display 
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ii. The following are the steps to update the Data Breach Notification 

Form: 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 18: 
Then click “Continue” and 
click “OK.” Check your 
email inbox as shown in 
Figure 17. 

Step 17: 
Click “Update” and then click on the box 
below. Enter the form reference number 
as shown in Figure 13. 

Figure 16: DBN Main Page and Successful Notification Display 
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Figure 17: Email Notification Display 

Step 19: 
Click on the 
reference number. 

Step 20: 
Before clicking the “Submit” button, 
ensure that all required information has 
been completed. Then click the “Submit” 
button. Refer to Figures 10 to Figure 13 
for the subsequent steps. 

 
Figure 18: DBN Form 
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5.0 CLOSURE 
 

This user manual is prepared to facilitate the DBN reporting process in 
accordance with Act 709. All steps outlined must be followed carefully to 
ensure that the submission is completed accurately and comprehensively. 
For the latest information, users may refer to the official website of the 
Personal Data Protection Department at https://www.pdp.gov.my/. 

 

If you encounter any technical issues or wish to lodge a technical complaint, 
please contact: 

 

● Email: aduan@pdp.gov.my 
● Telephone: 03-8861 1402 | 03-8861 1404 | 03-8861 4103 | 03-8861 

1101 

 


